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Abstract :Massve Satia datais the very core of current GIS and generdly is distributed at different places. A new
generation storage mode for distributed GIS atid data based on Object-Based Storage (OBS) has been construct-
ed, which gives an integrated slution to both offer high-performance storage services and secure data sharing. In
this modd , GIS server , metadata server and storage device are separated , it isvery important to construct a secu-
rity mechanism for securing distributed GIS gatid data.

In this paper ,a security mechanism for disributed GIS gatid data is presented based on OBS ater anayzing
Object-based Storage Device (OSD) security modd described in OSD-2 standard. In this mechanism, the security
modd is a credentia-based access control system composed of the following components: an OD device (OB-
D) ; asecurity manager; apolicy/ sorage manager; a GIS server. Commands trander and data access both
need be authorized. The mechanism iscomposed of three security protocols: GIS Server- Security Manager protocol
Security Manager-OBSD protocol and GIS Server-OBSD protocol. These three protocols maintain integrity , corfi-
dentidity and privacy of distributed GIS atia data.

Key wor ds: GIS;object-based storage; security mechanism ;credentia

agement is mainly atial database based on ORDB (Object-
Relation Database) [? 5!, which physica storage devices gen-

Masdve atia data is the very core of GIS, and has eradly use the RAID or other large capacity storage devices di-
taken on obvious characteristics of multi-scale, multidimen- rectly linked to the interior data bus of GIS server (In this
sona ,distributed sharing, and increasing quickly!®! , @ it is  paper , this modd iscaled as patia database sorage modd) .
very important to secure distributed GIS atid data. In the goatia database storage mode , data access, control

1 Introduction

The mode of current GIS gatia data storage and marn- and management are al run by GIS server, 9 it has ome
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difficulties in offering high-performance storage services and
scuring data sharing. GIS goplications running in the GIS
server manage fatia database by the meansof authentication
and authorization to offer securing distributed satid data
sharing.

The modd of GIS atid data storage based on Object-
Based Storage (OBS) gives an integrated solution to both of-
fer high-performance storage services and secure data sharing.
In this modd , GIS server , metadata server and storage de-
vice are sparated, and atiad data is organized as a atia
object saved in Object-based Storage Device (OD) , © we
present a security mechanism for distributed GIS gatia data
based on OBS to secure massve Patia data.

2 GIS Spatial Data Sorage Mode Based
on OBS

The network dorage techrologes used in the <atid
database dorage modd manly have Direct Attached Sorage
(DAS) , Network Attached Sorage (NAS) and Sorage Area
Network (SAN). DASisa network storage architecture that the
block-based storage devices are directly linked to the I/ O busof a
omputer or a srver via SCS| or ATA/ IDE, which can offer
gorage Pace extenson and highrperformance trander for a snde
erver which both offers network storage services for dients out-
sde and provides access control and security policy for whole DAS
sydem. For NAS, the dorage subsystem is attached to a net-
work of servers and file requests are pased through a pardld file
sysem to the centrdized storage device!®”). NAS uses a smpli-
fied operating system, which is spedfied to usefor sorage, to re-
dizefile sharing, and can drectly link to the switch of WAN or
the hub of other LANSs, and usudly uses access control and secu-
rity policy at file granularity'® . SAN uses a dedicated network to
provide an any-to-any connection between procesors and sorage
deviced® | usudly connected by Fiber Channd or iSCSI'®!. SAN
isan unattached data dorage network , and the data trander rate
isvery high indde the sorage network. But SAN can’ t redize
the file sharing across platforms, and itsoperating system ill lies
in the server , the user can’ t directly access the storage network.
Its access control and security policy are only inplemented by
dorage devices and network switches, 9 the grandarity is too
big to redize the access control and dtorage security in an unsfe

network.

Jud like the atiad database storage modd , the atia
object storage modd a< incudes a user component and a
gsorage component. In this modd , different to the gatia
database storage modd , fatia data is organized as a atid
object saved in OSD but not in Patid database, and the user
component and the storage component are separated. Fig.lis

the comparion of atia database storage modd and atia

object storage model!*®! .
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Fg.1 Comparion of atid database and atid object
sorage mode

The user component cntains such functions as hierarchy
management , naming and user access control , and may have the
ahility to influence the properties of olject data through the goedi-
fication of attributes mechanisms. GIS gpplication communicates
with the user component usng atid ohject cdl interface.

The storage component isoffloaded to the storage device
and the interface accessing the storage device changes from
file/ block interface to gatid object interface. It isfocused on
mapping Patia object to the physcd organization of the stor-
age media, and makes the decisons as to where to dlocate
storage capacity for individual data entities and managing free
gace. In addition to mgpping data, the storage component
maintains other information about the Patid objects that it
gores (e. g. , 9ze, and usage quotas, and asociated user-
name) in attributes.

In order to sparate access paths of control , management
and data, GIS srver, Paid metadata server and the OBDs
(OD devices) are Hf-exigent. The architecture of GIS based
on OBSis showed in Fg.2. The OBDs are the sorage conmpo-
nents of the sysem to be shared. Satid object is sored in ab-
dract contaners by the OD logcd unit. Satid object in the ab-
gract contaners is not addressable uing LBAs (Logcd Block
Addresses) . The OD logicd unit dlocates spacefor atid object
and ddivers a unique identifier to the GIS server. The GIS server
uses the same unique i dentifier for subsequent accesses to the a
tid object. Metadata server manages the metadata of atid data
and OD, and the GIS srver drectly accessesan OBD. In this
way , 90 % of metadata management is dgributed in the OBS
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Ds, © it awids the hottleneck problem of metadata in traditiond
[11 13]

dorage sysem

Fg.2 GIS based on OBS architecture

In ddributed GIS patid data based on gatid database dor-
age nodd |, dl of gatid data and metadata are acoessed via metadar
ta rver , 9 the sscurity of gatid data can be concentrativdy con-
trolled in the metadata server , and it is redized easly by authenti-
cation and authorization. In dgributed GIS gatid data based on
OBS, GISsrver, atid metadata server and the OBDs are spar
rated and GIS srver drectly acceses the OBDs, © it leads to
DMe new scurity problems:

1. How to authenticate the GIS server for metadata
server and OBSD ?

2. How to secure the data exchanged between GIS serv-
er and OBSD ?

3. How to protect atid data againgt network attacks?

3 Proposed Solution

In order to slve the problems above, a security mecha
nismis discussed in detailsin this section.
3.1 The Security Model

Acoording to the OSD security mode described in OSD-
2011 a3 security mode is given for distributed GIS spatial data
based OBS, which is a credentia-based access control system
composed of the following components: an OBSD , a Rolicy/
Storage Manager , a Security Manager and a GIS Server.
Fg. 3 showstheflow of transactions between the components
of this security modd.

In this security modd , the OBSD and the Security Man-
ager are trusted components ** 1481 The Security Manager
generates credentids, including cgpabilities prepared by the
Policy/ Storage Manager , for authorized GIS server. The Se-
curity Manager returns a Cgpability Key with each Creden-
tid. The Credentid gives the GIS Server access to ecific
OSD components. The Cepahility Key adlows the GIS Server
and the OBSD to authenticate the commands and data they
exchange with an Integrity Check Vdue.

The GIS Server reguests credentias and capability keys

from the Security Manager for the command functions it
needs to perform and sends those cgpabilitiesin those creden-
tidsto the OBSD as part of commands that include an In-
tegrity Check Vaue used as the Cepability Key.

Request Request
Credential Capability
GIS Security Policy/Storage
Server Manager Manager
Return Credential Return
Including Capability Key Capability
Send Capability from Shared

Credential to OSD
device as part of a
request for service

Secret

FHg.3 Security mode transactions

The Security Manager may authenticate the GIS Serv-
er, but the OBSD does not authenticate the GIS Server. Itis
sufficient for the OBSD to verify the capabilities and integrity
check values snt by the GIS Server.

3.2 Parameters Definitions
3.2.1 Credential
The Credentid isa data structure that isprepared by the
Security Manager and protected by an Integrity Check Vaue
that is sent to a GIS Server inorder to grant defined accessto
an OSD logica unit for ecific command functions performed
on Pecific OSD objects. The Credentia includes a Capability
(Cap) , an OD Sysem ID (IDowp) and a Credentid In-
tegrity Check Vaue (1CV ) , formulated as
C=[Cap+ IDop + ICVcre] (1)
1. The Cgpability is prepared by the PFolicy/ Storage
Manager that the GIS Server copies to each CDB that re-
quests the ecified command functions. It isinduded in a
CDB to enable the OBSD to verify that the sender is alowed
to perform the command functions described by the CDB.
The Cepability Expiration Time, the security methods and
adgorithms are d 9 pecified in the Capability. In this security
mechanism, the security method is the CMDRSP security
method !, and the security agorithm is HMAG SHA1!%¢,
2. The Integrity Check Vdue (I1CV) is a vaue conmr
puted uing a security dgorithm A (e. g. , HMAG SHA1
[5]) , a secret key K, and an array of bytes B as
ICV «(A, K, B) (2
3. The ICV ¢ is used to protect the Credentid against
It is cdculated by the Security
Manager usng the adgorithm A gecified in the Cgpability ,
the contents of the Credentia except the I1CV e and secret
key Ks shared by the Security Manager and the OBSD in the

various network attacks.



312 36
CMDRSP security method as or PKI sysem'*”! | which is not part of the protoool.
ICVcre (A, Ks, Cap + IDogp) (3) GIS Server Security Manager OBSD
User Authentication ot
In the sscurity mechanism, 1CV creis used asthe secret key i = =k [ Sever Suientiontion
. @ Request Credential Refresh Shared Secret
Kg to calculate Request Integrity Check Vaue (1CVry) of GIS Reti Credential oK @
Server , and isd o cdled as the Cepability Key used to sscure the ____ GIS Server Authentication .

communications between the GIS Server and the OBD.

3.2.2 Request
The service Request ( Req) sent by the GIS Server to the
OBSD is placed in the Command Descriptor Block

(coB)*M | in which there are a Timestamp ( Ts) , a Capar
bility , OSD syssem ID and a Request Integrity Check Vaue
(ICVre) related to the OSD security.

1. The Cgpability is the contents of the Credentia sent
by the Security Manager to the GIS Server.

2. The Request Integrity Check Vaue ICVgeyiscacu-
lated by the GIS Server usng the agorithm A gecified in
the Cgpability, the contents of the Request except the
ICV req @nd secret key Kgin the CMDRSP security method.
The ICVre iScomputed as

ICVgyg (A, Kr, Req- ICVge) (4
3.2.3 Response

The Regponse( Res) sent by the OB to the GIS Serv-
er to reponse the Reguest sent by the GIS Server to the OB-
D, induding a Reponse Integrity Check Vdue ICVge re
lated to the OSD security.

The Regponse Integrity Check Vaue (1CVgs) iscacu
lated by the OBSD usng the dgorithm A ecified in the Car
pability , the contents of the Regponse except the 1CV g and
scret key Kgrinthe CMDRSP security method. The ICV ge
is computed as

ICVgs «(A, Kr, Res- ICVge) (5
3.3 Protocols Details

In our security mechanism, there are mainly three pro-
GIS Server- Security Manager protocol ;  Security
GIS Server-OBSD protocol.
Those protocol s are showed in Fig. 4.

3.3.1 The GIS Srver-Scuwrity Manager Protocd

The protocol between the GIS Server and the Security
Manager , shown in Fg. 4

1. The GIS Server asksfor a Capability;

2. The Security Manager verifies the GIS Server per-

tocols:
Manager-OBSD protocol ;

, iIsrather graightforward:

missons, generates a Credentia including a Capability Key,
and sndsit to the GIS Server.

The Credentid oontains the key Kg = ICV¢e, hence it
mus be sent to the GIS Server over a sscure channd. To estab-
lish this channd and let the Security Manager identify the GIS
Server ,loth of them shoud authenticate each other in a Kerberos

Service Request

® Credential Valid
Communication Using Capability Key as Secret Key

Fg.4 Security mechanism including three protocols

3.3.2 The Security Manager-OBSD Protocol

The protoool between the GIS Server and the Security
Manager is shownin Fg.4 . It isthe exchange protocol of
the shared secret key Ksover a secure channd.

1. The Security Manager sendsa new Ksto the OBSD
aong with their verson number ;

2. The OBSD soresthe new Ks, and sends back an ac-
knowledgement sgnd to the Security Manager.

3.3.3 The GIS Server-OBSD Protocal

The protocol between the GIS Server and the OBSD is
shownin Fg.4 . While received a Request sent by the GIS
Server dong with the cgpabilitiesin the Credentid , the OB-
D will

1. Verify the permisdon of the Request operations;

2. Check Capability Expiration Timein the Capability ;

3. Reoongruct the Credentiadl C according to the Re
quest and compute a new Credentia Integrity Check Vaue
ICVcre ;

4. Compute a new Request Integrity Check Vadue
ICVRreq UdNg the ICVce asthe secret key;

5. Verify whether the ICVgyq matches the ICV gy of
the Request.

If any of the checks mentioned above fails, the Request
isdenied. If dl of thempasses, Kg = Kgr, then the data ex-
changed between the GIS Server and the OBSD is encrypted
by Kg.

4 Implementation Details

4.1 Credential Generation
The Security Manager has two roles:  authenticating
GIS Servers, authorizing their requests according to the sys
tem protection policy, and generating suitable credentials;
refreshing the shared secret key Ks periodicaly!*. The
system protection policy and user aut hentication are outs de of
our security mechanism ,only the Credentia generation facili-

ty isdiscussed. The Security Manager and the Policy/ Sorage
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Manager are located in the Metadata Server.

The Security Manager keeps a table that contains the
current encryption key , authentication key and key verson of
each of the OBDsin the sygem. Gven an OD system 1D
and the permissble operation, the Security Manager gener-
ates the Credentid asfollows:

1. Forward the access requests from the GIS Server to
the Policy/ Sorage Manager. If the Policy/ Storage Manager
denies the forwarded request an error shal be returned to the
requesting GIS Server ;

2. Insert the Capability returned by the Rolicy/ Sorage
Manager in the Credentid ;

3. Set the Credentid OSD SYSTEM ID fidd to the
vauein the OSD sysem ID attribute in the Root Informar
tion attributes page of the OSD logicd unit to which the Cre-
dentia gpplies;

4. Create a random string Ksof length 128 hits;

5. Set the Capahility KEY V ERSION fidd to the num-
ber of the secret key Ks used to compute the Credentid In-
tegrity Check Vaue;

6. Set the Cepability INTEGRITY CHECK VALUE
AL GORITHM fidd to the vadue that pecifies the dgorithm
A used to compute dl integrity check vaues related to this
Credentiad. The adgorithm A sdected in our security mechar
nismis HMAG SHA1;

7. As ecified by the maintained security policy infor-
mation, modify other capahility fidds, incuding setting the
CAPABILITY EXPIRATION TIMEfidd to a vdue that is
condstent with the policy;

8. Compute the Credentid Integrity Check Vaue as de-
<ribed in 3. 2.1, placing the result in the CREDENTIAL
INTEGRITY CHECK VALUEfidd in the Credentid ;

9. Concatenate the Cgpability , the OSD system ID and
the I1CV e 0Of length 96 bits, thus generating the Credentid .

10. Return the Credentid thus constructed to the GIS
Server with the Credentid Integrity Check Vdue serving as
the Capability Key.

4.2 Credential Verification
4.2.1 Recongructing Credential

Before verifying the Credentid asociated with a CDB
the OBSD reconstructs a Credentid C from the Cgpability in
the CDB by:

1. Copying the vauein the OSD system ID attributein
the Root Information attributes page to the OSD SYSTEM
ID fied of the reconstructed Credentid ;

2. Copying the Cgpability from the CDB to the recon-
sructed Credentid.

The CREDENTIAL INTEGRITY CHECK VALUE

fidd is not used in a reconstructed Credentid .
4.2.2 \Verifying Credential

The OB verifies the Credentid asociated with a CDB
by :

1. Reoonstructing the Credentia containing the Capabil-
ity as dexcribed in 4.2.1;

2. Computing the Credentid
(ICV e ) for the recongtructed Credentiad C using the ago-
rithm A gecified by the INTEGRITY CHECK VALUE
AL GORITHM fidd in the cgpability , the contentsof the re-
oongructed Credential C ,and the secret key Kg shared with
the Security Manager , formulated as

ICVce «(A,Ks,C) (6)

Integrity Check Vaue

3. Recomputing a new Request Integrity Check Vaue
(ICVRrey ) udng:

(1) The dgorithm A gecified by the INTEGRITY
CHECK VALUE AL GORITHM fied in the Cgpability;

(2) Based on the Request contents of the CDB and the
REQUEST INTEGRITY CHECK VALUE AL GORITHM
fidd et to zero;

(3) The Credentia Integrity Check vdue ICV e conmr
puted in step 2 asthe secret key KR ;

And formulated as

ICVgygq «(A,ICVc¢e , R) (7

4. Verifying that the Request Integrity Check Vaue
ICVRrq mMmatches the contents of the REQUEST INTEGRI-
TY CHECK VALUEfiddinthe CDB. If the contentsinthe
REQUEST INTEGRITY CHECK VALUEfiddin the CDB
do not match the computed ICV gy , the command shall be
terminated with an lllegd Request status.

When the vaidation of a Credentid is succesful , there
are ICVgyq = ICVggand ICV¢e = ICVcre.

4.2.3 Invalidating Credential

The Security Manager may invdidate the credentidsfor
one OSD object by requesting that the Policy/ Sorage Manag-
er change the policy access tag attribute in the policy/ security
attributes page asociated with that OSD object to a vaue
other than the policy access tag vaue that is contained in the
credentia’ s Cgpability.

The Security Manager may invaidate credentias for an
entire partition by updating the working key verson used to
compute the credentia integrity check vaue in those creden-
tids.

4.3 Encrypting Communication

When the OB successully verifies the Credentid ,

ICVcre equasto ICV ¢, thereisan equation as
Kr= Kg (8)

Kr and Kgr are used asthe sngle scret key to secure
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the communications between the GIS Server and the OBSD.
The GIS Server encrypts the Request usng Kg is described
above. The OBSD uses Kg' to secure the Data returned the
GIS Server asfollows:

1. The OBSD computes a Regponse Integrity Check
Vaue (1CVge) usng the agorithm A Pedified by the IN-
TEGRITY CHECK VALUE AL GORITHM fiddin the Ca
pability , the Reponse ( Res) except the 1CVgs and the Sn-
de secret key Kgr , formulated as

ICVgs «(A, KR , Res- ICVge) (9)

2. The OBSD adds the I1CVogp computed in step 1 into
the Regponse and sent the Regponse including the ICVogp to
the GIS Server;

3. When received the Regponse snt by the OBSD , the
GIS Server recomputes an new Regponse Integrity Check
Vaue (ICVge ) udng the agorithm A secified by the IN-
TEGRITY CHECK VALUE AL GORITHM fiddin the Ca
pability , the Regponse except the ICV gs and the sngle secret
key Kgr,formulated as

ICVge «(A, Kr, Res- ICVgg) (10)

4. Verifying that the ICVgs matches the contents of
the RESPONSE INTEGRITY CHECK VALUEfidd in the
Regponse snt by the OBSD.

5 Security Analysis

5.1 Preventing Attacks

Security valuation of a security mechanism generdly in-
cludes three agects: authenticity , confidentidity and integri-
ty. Inorder to guarantee the authenticity , confidentidity and
integrity of the GIS gatia data sored in the OBS, the secu-
rity mechanism must prevent various attacks such as eaves
dropping, tampering, replaying, ddaying, imperonating or
masquerading, credentia reusng. Our security mechanism
can prevent those attacks by those means anayzed asfollows:

1. Authenticity —t makes possble that the message re-
ceiver is capable of verifying the identity of the message
sender , hence preventing that likely intrudersinject malicious
datainto the OBS. In the security mechanism, the Security
Manager and the GIS Server should authenticate each other
in a PKI system. In order to guarantee authenticity, the
mechanism frequently used is the Credentid Integrity Check
Vdue ICVc. caculation. 1CVce is a function that uses a
private key and the proper message to obtain a distinguished a
Cgpabhility , which may both be used in the authentication and
the verification of the message integrity.

Impersonating or Masguerad ng attack forms a serious secu-
rity risk in the OBS. For exanple, a mdidous guest to the OBS
may imperonate himsf asthe GIS Srver , and then he may be

able to access or destroy the GIS gatid data.  Impersonating
threats are mitigated by goplying srong mutud authentications
between the Security Manager and the GIS Server.

2. Corfidentidity —t ensures that the content of the
message is accessed only by authorized party.

Cryptography agorithms generaly are used for guaran-
tee data confidentiaity. In our security mechanism, we uses

Krand Kgr asthe dnge secret key to secure the communi-
cations between the GIS Server and the OBSD.

Eavesdropping is the most common and sple attack to
a network storage system. Confidentiality isa security service
againg eavesdropping. The GIS gatid data must be encrypt-
ed usng the dngle secret key to secure the communication be-
tween the GIS Server and the OBSD 9 that others who don’
t know the key will not disclose the content of the communi-
cation.

3. Integrity —t guarantees that should a message have
itsocontent modified during the transmisson, the receiver is
able to identify these dterations. Integrity is security require-
ment against tampering, replaying, delaying and reusng.

Tampering isthe attacker activdy modfies the Credentid to
fool the other party and obtain ome bendfit. It assures that the
trefic is not damaged or nodfied by other unauthorized party.
The Credentid Integrity Check Vdue ICV e protects the in-
tegrity of the GIS Server’ s Request. Tanper or forger can' t cd-
cuate the right 1CV e Without the secret key Ks, then can’ t
tamper or forge the Capahility , the Request or the Timestamp.
ICV cre d0 protects the integrity of the Credentid. If the GIS
Server tampers or forges the Credentid , the Kr cdcuated by
the OBSD udng the secret key shared with the Security Manager
besn' t equd to Kr, 9 the new Request Integrity Check Vaue
ICVRy cdcuated by the OBSD udng Kg dbesn' t equasto the
Request Integrity Check Vaue ICVgyq in the CDB snt by the
GIS Srver. The Request Integrity Check Vaue ICVrgisthe i
nique identifier of the GIS Server’ s Request. The OB keppsa
table of recaived ICV gy to Verify whether the Reguest isimple-
mented. If the Request isimplemented , the OBD ref uses to of -
fer interrdated ervice.

Replaying attack isthe attack that attacker replays some
previous eavesdropped packets to other parties. To prevent
these attacks, we typicdly use nonce or timestamp to guaran-
tee the freshness of the Credentid .

The Timestamp of the Reguest is used to rebd againgt
the delaying attack. The OBSD builds up a time window.
Once the Timestamp of the CDB isout of the window, the
OBSD refuses to offer interrdated service.

Credentid reusng ispermitted in order to avoid the GIS
Server to apply the same Credentia time ater time. The val-
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idation timeof the Credentid isinsured by usng the Capahili-
ty Expiration Time in the Cgpahility.

In a summary , the andys's shows the security mecha
nism we proposed for distributed GIS Patid data based on
object-based storage is dficient and secure.

5.2 Credential Processing Speed

While a large amount of users pardld accessng the GIS
gatid data gorage sysem based on OBS, it isvitd that the cog
of generating and verifying a credentid suts the qudifications of
the high performancesof GIS Patid data sorage. Inorder to es-
timate the performance of our security mechanism we ran me
initid tetsto measure the cost of generating and verifying a cre-
2.4 GHz
with 512 MB menory running Linux RedHat with kernd vergon
2.4.21. The teds readts are asfollows:

1. Generating credentids: 18 500 per second.

2. Verifying credentids: 17 600 per second.

dentid. Our prototype implemented on a Pentiunr

The results show that the cost of generating and verify-
ing acredentia isvery low , and it abolutdy suitsthe qudifi-
cations of the high performancesof GIS atid data storage.

6 Conclusions

The use of object-based storage ingtead of traditiona
block based storage is an goparent tendency. We have de-
<cribed our desgn and implementation details of a security
mechanism for distributed GIS gatid data based on ohject-
based storage. Our security mechanism can be gpplied to both
the disributed GIS gatid data storage and other massve in-
formation storage.

The authors plan to further explore the security mecha
nism for disributed GIS gatid data based on object-based
storage to understand how object-based access control lists can
be dficiently desgned and i mplemented.
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